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01 Solutions

 Specialized Solutions
Cybersecurity Classified Protection (Level Protection 2.0) 

Service Solution

Offensive and Defensive Training Solution

Supply Chain Security Service Solution

Zero Trust Security Solution

Red-Blue Team Security Training Service Solution

Data Security Open Solution

Data Security Operations Situational Awareness Platform

Weather Sky Mirror System NGSOC Collaborative Security 

Solution

Normalized Threat Monitoring and Early Warning Solution

 Smart City
Smart City Security Supervision and Operational Response 

Solution

 General Solutions
5G Private Network Security Assessment Service Solution

Security Perception and Management Platform (All-in-One) 

Solution

Office Network Data Loss Prevention Solution

Phishing Email Specialized Defense Solution

Information System Cryptographic Application Solution

Practical Defense Command Solution for Real Combat 

Attack and Defense Exercises

Sky Eye MDR Security Managed Service Solution

Privileged Access Security Solution

Network Attack and Defense Exercise Defense Service 

Solution

Cyberspace Secur i ty  S i tuat iona l  Awareness  and 

Coordinated Command System Solution

Network Self-Regulation Solution

Website Cloud Monitoring Security Solution

Mobile Security Solution

Cloud Sky Eye Threat Perception Solution

Critical Period Cybersecurity Assurance Service Solution

 Industry Solutions
Banking
Banking DNS Security Protection Solution

Banking Security Capability Enhancement Solution

Banking Security Threat Bypass Blocking Solution

Banking Software Supply Chain Security Solution

Banking Privacy Protection Service Solution

Banking Remote Office Solution

Banking Cloud Security Solution

Banking Terminal Security Operations Solution

Banking Terminal Security Integrated Solution

Finance
Financial IT Innovation Terminal Security Solution

Financial Industry Unknown Threat Perception Solution

Healthcare
Hospital Ransomware Specialized Solution

Judicial
Court Industry Security Capability System Construction 

Solution

Judicial System Visual Security Analysis Platform System 

Solution

Taxation
Taxation Industry Cybersecurity Compliance Construction 

Solution

Taxation Data Security Solution

Emergency
Provincial Emergency Command Network Security System 

Construction Solution



085

02 Security
Products

 Secure Web Gateway
System
A professional enterprise-class web access 
security proxy product that provides enterprises 
with comprehensive Internet per imeter 
protection. The product features intelligent URL 
filtering, malicious code detection and blocking, 
fine-grained application control, and Data Loss 
Prevention (DLP). It effectively identifies and 
blocks malicious traffic, phishing websites, and 
malicious software downloads during user web 
access, while preventing sensitive data from 
leaking through web channels.

 Firewall System
A new‑generation integrated security defense 
solution designed for government, military, 
financial, education, carrier and enterprise 
network egresses. It integrates firewall, VPN, 
intrusion prevention and antivirus functions. 
Leveraging the NDR security framework, it 
enables high‑performance threat detection 
and response. Backed by cloud systems 
including Tianyan and Tianzhi, it forms a 
collaborative defense network and offers 
all‑in‑one protection from threat analysis and 
pinpointing to remediation.

Applicable to government and public 
services, financial industry, enterprises, 
education sector, and healthcare industry.

Suitable for government and public utilities, 
military, the financial industry, enterprises 
and other sectors.

Scope of Application

Scope of Application
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 Internet Behavior
Management System
A professional enterprise-grade network control 
gateway. With comprehensive internet behavior 
management, it helps enterprises improve work 
efficiency, ensure network security and optimize 
bandwidth resources.Tailored for enterprises, 
g ove r n m e n t  a g e n c i e s  a n d  e d u c a t i o n a l 
institutions that need to standardize staff internet 
usage, prevent data leakage and guarantee 
network performance, it serves as an ideal 
solution for building an efficient and secure office 
environment.

 Privileged Account
Management System
A security solution focused on the full‑lifecycle 
management of privileged accounts. It helps 
enterprises systematically mitigate security 
risks arising from out‑of‑control privileged 
accounts.Equipped with automated discovery, 
centralized management, dynamic password 
rotation, granular permission control, session 
monitoring and auditing capabilities, the system 
effectively addresses security vulnerabilities such 
as scattered privileged accounts, widespread 
weak passwords and hard‑coded credential 
leaks. It prevents attackers from carrying out 
lateral movement and data theft using privileged 
credentials.

Suitable for industries including government 
and public utilities, finance, enterprises, 
education and healthcare.

Suitable for industries including government 
and public utilities, telecom operators, 
finance and enterprises.

Scope of Application

Scope of Application
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 Bastion System
An enterprise-grade centralized control and auditing product for data center operation and maintenance security. Based on an 
integrated 4A framework (Authentication, Authorization, Account Management, and Auditing), it enables unified management 
of network devices, databases, and host systems. The system effectively prevents risks such as unauthorized access and data 
leakage during operations.

Applicable to government and public 
services, energy, finance, and enterprise 
industries.

Scope of Application
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 Mobile Forensic
Analysis System
A professional mobile smart device 
forensics tool that leverages advanced 
dynamic privilege escalation (ROOT/
Jailbreak) technology to perform in-
depth data extraction and analysis 
on iOS and Android devices. The 
system enables comprehensive data 
mining across the operating system 
layer, core service layer, media layer, 
and application layer, significantly 
improving the efficiency and accuracy 
of mobile forensics. It provides law 
enforcement and forensic work with 
an efficient and reliable solution.

 Computer Forensic 
Analysis System
A professional computer digital forensics 
solution composed of two core modules: a 
computer forensics analysis module and a 
computer simulation module. By working 
together, these modules ensure the integrity 
of the forensic process while providing 
intuitive system behavior analysis. The system 
offers law enforcement agencies and forensic 
professionals one-stop support for computer 
forensics, covering data extraction through to 
behavior reconstruction.

Applicable to public security, 
procuratorates, courts, judicial 
authorities, disciplinary inspection 
and supervision, and the military.

A p p l i c a b l e  t o  p u b l i c  s e c u r i t y , 
procuratorates, courts, judicial authorities, 
disciplinary inspection and supervision, and 
the military.

Scope of Application

Scope of Application
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A remote server forensics product specially 
developed for public security authorities. 
It enables comprehensive electronic data 
forensics and analysis on network servers.
The system features core capabilities 
inc lud ing dynamic  data  ex trac t ion , 
targeted file acquisition and storage device 
imaging. It also delivers advanced forensics 
functions such as intrusion trace analysis, 
security threat detection and system 
environment simulation. It can effectively 
meet investigation requirements of public 
security departments for remote devices 
including cloud servers and overseas 
servers.

 Security Information and 
Event Management System
A specialized threat detection and response 
platform designed for enterprise-level security 
operation centers. It helps customers address 
challenges such as massive security alerts, 
complex attack strategies, and the shortage of 
advanced analysts. The system automatically 
provides intelligence-driven alert correlation, 
precise detection and early warning, and multi-
dimensional threat investigation across endpoints, 
cloud, and more. Combined with AI-driven 
cognitive tracking mechanisms and expert-level 
managed security services (MSS), this system 
significantly enhances the efficiency of threat 
detection, analysis, and response.

Suitable for public security, procuratorates, people’s 
courts, judicial authorities, discipline inspection and 
supervision bodies, military and other departments.

Appl icable to government and publ ic 
services, military, financial industry, and 
enterprises.

Scope of Application

Scope of Application

 Network Forensics
System
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 Network Detection and 
Response System 
An advanced cybersecur i ty  so lu t ion 
integrating threat detection, analysis, 
response and traceability. Designed for 
enterprises, government agencies and 
critical infrastructure operators, it identifies 
threats early, pinpoints attacks, delivers rapid 
response and conducts in‑depth attacker 
tracing to achieve proactive defense.

 Automated Penetration
Testing System
An enterprise-grade automated security testing 
tool featuring three core functions: attack surface 
collection, vulnerability validation, and red team 
simulation. It helps customers proactively identify 
system risks, realistically assess defense capabilities, 
and improve penetration testing efficiency. Based on 
real-world offensive and defensive experience and 
intelligent algorithms, the system adapts to rapidly 
evolving IT environments, providing enterprises 
with continuous, efficient security validation and 
optimized defense support.

Su i tab le  fo r  i ndus t r i e s  i nc lu d ing 
government and public utilities, finance, 
healthcare, and education & research.

Applicable to government and public services, 
defense industry, finance, and telecom operators.

Scope of Application

Scope of Application


